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INRINES

—_

DESCARGAR SOFTWARE “FORTICLIENT”

Abrir la URL: https://cutt.ly/eOFr2P6 al ingresar se visualizaran 3 carpetas.
Presionar sobre la carpeta Linux.

Nombre

| B Linux I

B wMAC

B windows

Figura 1: Descarga del software "FortiClient"

Una vez dentro de la carpeta, seleccionar el archivo deb de acuerdo a la
arquitectura y descargar el archivo:

Nombre

forticlient-sslvpn_4.4.2333-...

forticlient-sslvpn_4.4.2333-...

Figura 2: Descargar archivo al equipo de cémputo
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2. INSTALACION

Una vez que se tiene el archivo descargado, mediante una venta de linea de
comandos (terminal) desplazarse a la carpeta en donde se descargd el
archivo y ejecutar la siguiente linea:

sudo dpkg -i forticlient-sslvpn_4.4.2333-1_amdé64.deb

5 cd Downlo

udo dpkg -i forticlient-sslwvpn_4.4.2

Figura 3: Instalacién forticlient sslvpn

Si se obtiene el siguiente error:

$ sudo dpkg -1 forticlient-sslvpn 4.4.7

333-1_and64.deb
Selecting previously unselected package forticlient-sslvpn.
(Reading database ... 202851 files and directories currently installed.)
Preparing to unpack forticlient-sslvpn_4.4.2333-1_amd64.deb ...
Unpacking forticlient-sslvpn ( s 83331 <
dpkg: dependency problems prevent configuration of forticlient-sslvpn:

forticlient-sslvpn depends on libgdk-pixbuf2.0-8 (>= 2.22.8); however:

Package libgdk-pixbuf2.0-0 Ls not installed.

dpkg: error processing package forticlient-sslvpn (--install):
dependency problems - leaving unconfigured
Processing triggers for mailcap (3.78+nmuilubuntul) ...
Processing triggers for gnome-menus (3.36.6-1ubuntu3)
Processing triggers for desktop-file-utils (0.26-1ubuntul)
Errors were encountered while processing:
forticlient-sslvpn
Figura 4: Dependencias faltantes para la instalaciéon del Forticlient

Ejecutar los siguientes comandos:

sudo apt-get autoremove
sudo apt --fix-broken install
sudo apt-get autoclean
sudo apt-get update

sudo apt-get -f install

- $ sudo apt-get autoremove
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
You might want to run 'apt fix-broken install' to correct these,

The following packages have unmet dependencies:

forticlient-sslvpn : Depends: libgdk-pixbuf2.6-8 (>= 2.22.6) but it is not inst
alled
E: Unmet dependencies. Try 'apt --fix-broken install' with no packages (or speci
fy a solution).

Figura 5: Salida del comando sudo apt-get autoremove
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: $ sudo apt --fix-broken install
Reading package lists... Done
Bullding dependency tree... Done
Reading state information... Done
Correcting dependencies... Done
The following additional packages will be installed:

1ibgdk-pixbuf-x1ib-2.8-8 1ibgdk-pixbufz.8-8
The following NEW packages will be installed:

Libgdk-pixbuf-x1ib-2.6-0 libgdk-pixbuf2.6-9
8 upgraded, 2 newly installed, 8 to remove and 111 not upgraded.
1 not fully installed or removed.
Need to get 45.1 kB of archlves.
after this operation, 129 kB of additional disk space will be used.
Do you want to continue? [Y¥/n] y
Get:1 http://mx.archive.ubuntu.com/ubuntu jammy/mailn amd64 Libgdk-pixbuf-xlib-2.
8-0 amd64 2.48.2-2builda [ 6 k8]
Get:2 http://mx.archive.ubuntu.comj/ubuntu jammy/universe amd64 libgdk-pixbuf2.8-
0 amd64 2.40.2-2bulld4 [2 454 B)
Fetched 45.1 kB in 1s (58.1 kB/s)
Selecting previously unselected package libgdk-pixbuf-xlib-2.8-0:amd64.

(Reading database ... 202908 files and directories currently &n Lled.)
Preparing to unpack .../libgdk-pixbuf-x1ib-2.0-8 2.40.2-2build4 amd64.deb ...
Unpacking libgdk-pixbuf-x1ib-2.08-0:amd64 (2.40.2-2build4)
Selecting previously unselected package Llibgdk-pixbuf2.0-0:amd64.
Preparing to unpack .../libgdk-pixbuf; 2.46.2-2build4 amd64.deb
Unpacking libgdk-pixbu amd64 (2.4 2build4)
Setting up libgdk-pixbuf-xlib-2.0-0: 64 (2.40.2-2bulld4)
setting up libgdk-pixb .0-0:and64 (2.40.2-2builda)
Setting up forticlient-sslvpn (4.4.2333-1)
Processing triggers for Llibc-bin (2.35-0ubuntu3)

: s i
Figura 6: Salida del comando sudo apt --fix-broken install

Figura 7: Salida del comando sudo apt-get autoclean

S $ sudo apt-get update
nx.archive.ubuntu.com/ubuntu jammy InRelease
ecurity.ubuntu.comfubuntu jammy-security InRelease
x.archive.ubuntu,com/ubuntu jammy-updates InRelease
1/ /mx.archive.ubuntu.com/ubuntu jammy-backports InRelease
Reading package lists... Done

9
ndo sudo apt-get update

Figura 8: Salid del coma

sudo apt-get -f install
tree
RaTLON. - .
8 upgraded, 8 ne installed, 8 to remove and 111 not upgraded.

Figura 9: Salid del comando sudo apt-get —f install

En las aplicaciones buscar el Forticlient y abrir la aplicacién:
Forticlient SSL-VPN
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Figura 10: Programa Forticlient instalado
3. CONFIGURACION

Al abrir el programa se recibe un mensaje en el cual menciona que se debe abrir
con privilegios de administrador para realizar la configuraciéon. Presionar el botén
OK

First Run *

) This is the first time you run Forticlient ssl wpn
and you need the admin privilege to do some system
configuration setup

oK

Figura 11: Programa Forticlient instalado

En la ventana de license presionar el botdn Agree

r Al
License = o X

End User License Agreement for FortiClientSSLVPN
Fortinet Inc,
FortiClientSSLVPN (TM) License Agreement

This End User License Agreement (EULA) Is an agreement
between you (either an individual or a single entity) and
Fortinet, Inc. ("Fortinet”), which covers your use of the Fortinet
software product that accompanies this EULA and related
software components, which may include associated media,
printed materials, and "online” or electronic documentation.
All such software and materials are referred Lo herein as the
"Software Product.”

A software license and a license key or "unlock code”
("Software Product License”), issued to a designated user only
by Fortinet or its authorized agents, is required for each
computer on which the Software Product is loaded. If youdo
not agree to the terms of this EULA, then do not install or use
the Software Product or the Software Product License. By
explicitly accepting this EULA or by installing, copying,
downloading, accessing, or otherwise using the Software
Product and/or Software Product License, you are
acknowledging and agreeing to be bound by the Following
terms and conditions of use:

1. Grant of Non-Exclusive License.

1.1 Grant of License. Fortinet grants to you the non-exclusive,
non-transferable right to use the Software Product on a single
computer running a validly licensed copy of the operating
system For which the Software Product was designed pursuant
to a Software Product License for free For a period of up to
thirty (30) days ("Free Trial Period"). After expiration of the

Free Trial Period, if You want to continue using the Sofk -

Figura 12: Aceptar acuerdo de licencia
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En la ventana Enter Password ingresar la contrasefia de root y presionar el botdn
OK.

Enter Password ®

Input rook passward

Figura 13: Ingresar Ia' contrasefia de root

En la ventana FortiClient SSLVPN presionar el botén Settings

F )
FortiClient SSLVPN - X

File Help

Connection: default N

Server: 1044;
User:

Password:

Certificate:

Password:

Figura 14: Ventana principal del Forticlient

En la ventana Settings presionar el botdn + para agregar el perfil de conexién

Settings

Global settings

Keep connection alive untll manually stopped
Start connection automatically

Proxy:

User:

Password:

Connection Profiles

Server:
Usar:
Password:

Certificate:

D Fassword:

Figura 15: Agregar un perfil de conexioén

Done
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En la ventana New connection ingresar los siguientes datos

Connection: UAEM

Server: 148.215.249.253

Port 10443

User: ingresar el nombre del usuario

NoOGAWN S

Al cerrar la ventana, presionar el botén Done

r 8|
New connection =

Connection: UAEM @
Server: @iﬂ.E'_S.EL — ; 1L‘-|-I.®
User:

usuarioc
Passwaord: -
contrasena

Certificate:

Passwaord:

Figura 16: Configuracién de la conexién

Settings ®

Global settings
Keep connection alive untll manually stopped
Start connection automatically

Proxy:

User:

Password;

Connection Profiles
UAEM Server:
User:
Password:

Certificate;

Fassword:

)

Figura 17: Terminando la configuraciéon de la conexion

4. CONEXION

Password: ingresar contrasera de la cuenta del usuario
Para guardar la configuracién realizada, dar clic en el botén Create

Una vez instalado y configurado el programa, para establecer la conexidn

seleccionar el nombre UAEM y presionar el botdén Connect.
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F A
FortiClient SSLVPN - x
File Help

Connection: LIAEM -

server 148.215.243.253 | 1044

User:
o

Password:

P R—
Certificate:

Password:

SE“"-";S"

Figura 18: Establecer la conexién de VPN

Al establecer la conexién se recibe un mensaje de advertencia sobre el
certificado, presionar el botén Continue

Warning x

The certificate for the SSLVPN server is invalid.

You are connecting to an untrusted server, which could put your
confidential information at risk. Would you like to connect to
this seever?

Show Certificate Cancel

Figura 19: Advertencia de certificado

Volver a conectarse, una vez establecida la conexidn, se puede llevar a cabo

las actividades que se requieren y para terminar la conexidén presionar el
botdén Stop.

—
Connection status b

Conneckion: .

Server: https://148.215 e aaeiEnn
Status: Tunnel running
Duration: -

Bytes received:  1.23TK
Bytes sent: 1.97T8 K

Stop

Figura 20: Conexion establecida
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